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Abstract

Byzantine Agreement Protocols are used to distribute messages amongst com-
municating agents. They guarantee that even in the presence of a limited num-
ber of defect or malicious agents, eventually, all correctly working participants
agree on one consensus message. The original problem statement and the first
protocols were presented in [8] and [6]. Many protocol variations have been
presented since.

Agreement protocols are of relevance today when in a safety-critical envi-
ronment several components of a decentralised system need to share a common
value (for instance the result of a self-test). If no central authority instance is
present, the components have to follow an agreement protocol to come up with
a consentaneous decision.

Byzantine agreement protocols are not too complex in their nature and can
be described concisely. They are, on the other hand, also not trivial algorithms,
and Lamport et al. admitted in [6]: “We know of no area in computer science
or mathematics in which informal reasoning is more likely to lead to errors than
in the study of this type of algorithm.” They are therefore most appropriate for
a formal examination. A protocol variation without secure signatures (called
oral messages) has been formally verified in [7] using the higher order proof
environment PVS.

We have formalised Byzantine agreement protocols which use secure signa-
tures (called written or signed messages). The formalism chosen for our models
is Event-B [1]. The description evolves over twelve steps of refinement each in-
troducing a new aspect. The publicly available tool Rodin [2] has been used to
deductively prove correctness, i.e., that an agreement is reached by the protocol.

The technical details, results and experiences of the case study have been
published in [5].
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